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(54) Signal/data transmissk>rv reception, recording and/or reproduction 



(57) A transmission and/or recording apparatus for 
superimposing the copyright protection control informa- 
tion or the copyright appendage information on original 
signals, such as musical data or picture data : by elec- 
tronic watermark processing in meeting with respective 
requirements. A screen displayed on the basis of picture 
signals as original signals is split into two layers. The 
first layer is further split into two areas in which the in- 



formation of 10 bits or less as the copyright protection 
control information are superimposed by electronic wa- 
termark processing. In the second layer are superim- 
posed 20 or more bits of the copyright appendage infor- 
mation using electronic watermark processing. In these 
first and second layers, synthesis or detection is per- 
formed using encoders and decoders having different 
methods or parameters. 
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Description 

[0001] This invention relates to signal/data transmis- 
sion, reception, recording and/or reproduction. 
[0002] There are occasions wherein the copyright in- 
formation for inhibiting unauthorized duplication is ap- 
pended to musical data or picture data stored on the re- 
cording medium and furnished in this form or furnished 
over a network as a transmission medium. 
[0003] Typical of items of the copyright information for 
musical data or picture data are copyright protection 
control information and copyright appendage 
information . 

[0004] Copyright protection control information is, for 
example, 2-bit information indicating whether musical or 
picture data recorded on a recording medium or trans- 
mitted can be duplicated, can be duplicated only once, 
cannot be continued to be duplicated, or cannot be du- 
plicated. That is, this copyright protection control infor- 
mation affords control information to a drive used for re- 
producing the recording medium having this information 
recorded thereon. For example, the drive which has re- 
produced the copyright protection control information 
performs control such as by stopping outputting repro- 
duced musical data or picture data or stopping the du- 
plicating operation based on this copyright protection 
control information. 

[0005] Copyright appendage information is informa- 
tion indicating the source of the musical or picture data 
recorded on the recording medium or transmitted, the 
particular machine which recorded the musical or pic- 
ture data and the user who recorded the musical or pic- 
ture data. That is. the copyright appendage information 
indicates the origin, hysteresis and evidences of the mu- 
sical or picture data. Typical of the items of the copyright 
appendage information is the International Standard 
Recording Code (ISRC) in the CD format. This ISRC is 
a code of approximately 60 bits unique to each musical 
number. It is currently attempted to use this ISRC in or- 
der for the copyright owner or purveyor of the musical 
or picture data to read out the copyright appendage in- 
formation from musical data generated by unauthorized 
duplication or the like and to use the read-out copyright 
appendage information in order to demonstrate the 
source of the musical data generated by the unauthor- 
ized duplication. 

[0006] With recent progress in the Internet or audio 
visual equipment , means for circulating digital contents 
are increasing rapidly. In keeping up with this tendency 
unauthorized duplication of digital contents such as mu- 
sical or picture data is raising a problem. For prohibiting 
such unauthorized duplication of digital contents, there 
is proposed a method of burying the above-mentioned 
copyright information by electronic watermark process- 
ing. 

[0007] The electronic watermark processing is the 
processing of burying the information in a perceptually 
non -crucial portion of the musical or picture data, that is 



a non-redundant portion with respect to the music or the 
picture, so that the audience cannot perceive the infor- 
mation. If the musical data or the picture data has the 
copyright information buried therein using the electronic 
s watermark processing, the copyright information is dif- 
ficult to remove such that this copyright information can 
be retrieved even after processing of filtering or encod- 
ing. 

[0008] Meanwhile, the above-mentioned copyright 
10 protection control information reportedly needs to be ap- 
pended at a transfer rate of once per 10 sec in the case 
of musical data. It is desired that this copyright protec- 
tion control information be buried at a higher transfer 
rate by the electronic watermark processing in order to 
is prohibit unauthorized duplication even after propagation 
of a new media. In the case of the compact disc, the 
copyright appendage information is buried as data of the 
order of approximately 80 bits. It is desired that this cop- 
yright protection control information be buried at a high- 
20 er transfer rate by the electronic watermark processing 
in order to prohibit unauthorized duplication even after 
propagation of a new media. 

[0009] However, the copyright protection control infor- 
mation or the copyright appendage information has so 

25 far been handled as a sole item of the copyright infor- 
mation and superimposed on the original signals using 
e.g., a sole encoder. That is. if, in musical or picture data, 
on which is superimposed the copyright information by 
electronic watermark processing, the transfer rate or the 

30 volume of the copyright information is increased, the fol- 
lowing problems arise. 

[0010] That is. if the transfer rate or the volume of the 
copyright information, superimposed on the musical da- 
ta or the picture data by electronic watermark process- 

35 jng ; is increased, the musical or picture data are deteri- 
orated in signal quality significantly. 
[0011] Moreover, if the transfer rate or the volume of 
the copyright information, superimposed on the musical 
data or the picture data by electronic watermark 

■to processing, is increased, the musical or picture data are 
deteriorated in robustness. 

[0012] Also, if the transfer rate or the volume of the 
copyright information, superimposed on the musical da- 
ta or the picture data by electronic watermark process- 
es ing, the number of key data, for example, is decreased 
to present security problems. 

[001 3] In addition, if the transfer rate or the volume of 
the copyright information, superimposed on the musical 
data or the picture data by electronic watermark 

so processing, the encoder or the decoder is increased in 
complexity in structure to increase the cost. 
[001 4] Various respective aspects of the invention are 
defined in the appended claims. 
[001 5] Embodiments of the present invention can pro- 

55 vide a transmission and/or recording device, a reception 
and/or reproducing apparatus, a transmission and re- 
ception/recording and reproducing apparatus, a trans- 
mission reception system, a transmission and/or record- 
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ing method, a reception and/or reproducing method, a 
transmission method and a recording medium, whereby 
the above-mentioned problems can be overcome or at 
least alleviated. 

[001 6] A transmission and/or recording apparatus ac- 
cording to embodiments of the present invention in- 
cludes a plurality of encoders for superimposing a plu- 
rality of items of the copyright information on original sig- 
nals by electronic watermark processing of respective 
different systems and/or parameters, and transmitting 
or recording means for transmitting the original signals, 
having the plural sorts of the copyright information su- 
perimposed thereon by the encoders, on a transmission 
medium, or recording the signals having the plural sorts 
of the copyright information superimposed thereon on a 
recording medium. 

[0017] With the present transmission and/or record- 
ing apparatus, plural items of the plural items of the cop- 
yright information are superimposed on the original sig- 
nals by electronic watermark processing of respectively 
different systems and/or parameters. That is, with the 
present transmission and/or recording apparatus, differ- 
ent systems and/or parameters are used depending on 
the contents of each copyright information. 
[0018] A transmission and/or recording apparatus ac- 
cording to embodiments of the present invention in- 
cludes an encoder for superimposing a plurality of items 
of the copyright information on original signals by elec- 
tronic watermark processing of respective different sys- 
tems or parameters, and transmitting or recording 
means for transmitting the original signals, having the 
plural sorts of the copyright information superimposed 
thereon by the encoder over a transmission medium, 
or recording the signals having the plural sorts of the 
copyright information superimposed thereon, on a re- 
cording medium. 

[0019] A reception and/or reproducing apparatus ac- 
cording to embodiments of the present invention in- 
cludes receiving or reproducing means for receiving 
original signals, having plural sorts of the copyright in- 
formation superimposed thereon by electronic water- 
mark processing of respective different systems and/or 
parameters, over a transmission medium, or for repro- 
ducing the signals having the plural sorts of the copy- 
right information superimposed thereon, from a record- 
ing medium, and a decoder for detecting a sole item of 
the copyright information from the signals received or 
reproduced by the reception or reproducing means by 
processing corresponding to the electronic watermark 
processing of the systems and/or parameters of super- 
imposition of the sole item of the copyright protection 
control information. 

[0020] With the present reception and/or reproducing 
apparatus, a sole item of the copyright information is de- 
tected from the original signals on which plural items of 
the copyright information are superimposed by electron- 
ic watermark processing of respectively different sys- 
tems or parameters. That is. the present reception and/ 



or reproducing apparatus detects the copyright informa- 
tion whose systems or parameters have been changed 
depending on the contents. 

[0021] A transmission and reception/recording and 

s reproducing apparatus according to embodiments of the 
present invention includes a plurality of encoders for su- 
perimposing a plurality of items of the copyright infor- 
mation on original signals by electronic watermark 
processing of respective different systems and/or pa- 

10 rameters. transmitting or recording means for transmit- 
ting the original signals, having the plural items of the 
copyright information superimposed thereon by the en- 
coders, over a transmission medium, or recording the 
signals, having the plural items of the copyright informa- 

'5 tion superimposed thereon, on a recording medium, re- 
ception or-reproducing means for receiving original-sig- 
nals, having superimposed thereon plural items of the 
copyright information by electronic watermark process- 
ing of respective different systems and/or parameters, 

20 over a transmission medium, or reproducing the original 
signals, having superimposed thereon plural items of 
the copyright information by the plural encoders, from 
the recording medium, and a decoder for detecting a 
sole item of the copyright information from signals re- 

2S ceived or reproduced by the reception or -reproducing 
means by processing corresponding to electronic wa- 
termark processing of the system or parameters.of su- 
perimposition of the sole item of the copyright informa- 
tion. 

30 [0022] The present transmission and reception/re- 
cording and reproducing apparatus superimposes plu- 
ral items of the copyright information on the original sig- 
nals by electronic watermark processing of respectively 
different systems and/or parameters and detects a sole 

3S item of the copyright information from the original sig- 
nals on which plural items of the copyright information 
have been superimposed by electronic watermark 
processing of respectively different systems and/or pa- 
rameters. That is, with the present transmission and re- 

40 ception/recording and reproducing apparatus, the sys- 
tems and/or parameters are changed depending on the 
contents of the respective items of the copyright infor- 
mation, and the copyright information, having the sys- 
tems and/or parameters changed depending on the 
contents, is detected. 

[0023] A transmission and reception/recording and 
reproducing apparatus according to embodiments of the 
present invention includes a plurality of encoders for su- 
perimposing a plurality of items of the copyright infor- 
ms mation on original signals by electronic watermark 
processing of respective different systems or parame- 
ters, transmitting or recording means for transmitting the 
original signals, having the plural items of the copyright 
information superimposed thereon by the encoders, 
55 over a transmission medium, or recording the signals 
having the plural items of the copyright information su- 
perimposed thereon on a recording medium, receiving 
or reproducing means for receiving original signals, hav- 
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ing plural items of the copyright information superim- 
posed thereon by electronic watermark processing of 
respective different systems or parameters, over a 
transmission medium, or reproducing the original sig- 
nals, having plural items of the copyright information su- 
perimposed thereon by the plural encoders, from the re- 
cording medium, and a decoder for detecting a sole item 
of the copyright information from signals received or re- 
produced by the receiving or reproducing means by 
processing corresponding to the electronic watermark 
processing of the system or parameters of superimpo- 
sition of the sole item of the copyright information. 
[0024] With the present transmission and reception/ 
recording and reproducing apparatus, plural items of the 
copyright information are superimposed on the original 
signals by electronic watermark processing of respec- 
tively different systems or parameters, and a sole item 
of the copyright information is detected from the original 
signals having plural items of the copyright information 
superimposed thereon by electronic watermark 
processing of respectively different systems or param- 
eters. That is. with the present transmission and recep- 
tion/recording and reproducing apparatus, the systems 
or parameters are changed depending on the contents 
of the respective items of the copyright information, 
while the copyright information, whose systems or pa- 
rameters have been changed depending on the con- 
tents, is detected. 

[0025] A transmission/reception system according to 
embodiments of the present invention includes a trans- 
mission device and a reception device. The transmis- 
sion device includes a plurality of encoders for superim- 
posing plural items of the copyright information on orig- 
inal signals by electronic watermark processing of re- 
spective different systems and/or parameters, and 
transmitting means for transmitting original signals hav- 
ing plural items of the copyright information superim- 
posed thereon by the plural encoders over a transmis- 
sion medium. The reception device includes reception 
means for receiving the original signals, having super- 
imposed thereon the plural items of the copyright infor- 
mation transmitted from the transmitting device over a 
transmission medium and a decoder for detecting a sole 
item of the copyright information from the signals re- 
ceived by the reception means by processing corre- 
sponding to the electronic watermark processing of the 
system and/or parameters of superimposttion of the sole 
item of the copyright information. 
[0026] With the present transmission/reception sys- 
tem, plural items of the copyright information are super- 
imposed on the original signals by electronic watermark 
processing of respectively different systems and/or pa- 
rameters. These original signals are transmitted and a 
sole item of the copyright information is detected from 
the transmitted original signals. That is, with the present 
transmission/reception system, the systems and/or the 
parameters are changed depending on the contents of 
each item of the copyright information, and the copyright 



information, having the systems and/or the parameters 
changed depending on the contents, is detected. 
[0027] A transmission/reception system according to 
embodiments of the present invention includes a trans- 

5 mission device and a reception device. The transmis- 
sion device includes an encoder for superimposing plu- 
ral items of the copyright information on original signals 
by electronic watermark processing of respective differ- 
ent systems or parameters, and transmission means for 

10 transmitting the original signals, having the plural items 
of the copyright information superimposed thereon by 
the encoder, over a transmission medium The reception 
device includes reception means for receiving original 
signals having superimposed thereon plural items of the 

'5 copyright information transmitted from the transmission 
device and a decoder for detecting a sole item of the 
copyright information from signals received by the re- 
ception means by processing corresponding to the elec- 
tronic watermark processing of the system and/or pa- 

20 rameters of superimposition of the sole item of the cop- 
yright information. 

[0028] With the present transmission/reception sys- 
tem, plural items of the copyright information are super- 
imposed on the original signals by electronic watermark 

■25 processing of respective different systems or parame- 
ters, these original signals are transmitted and the sole 
item of the copyright information is detected from the 
transmitted original signals. That is. with the present 
transmission/reception system, the systems and/or the 

30 parameters are changed depending on the contents of 
each item of the copyright information, and the copyright 
information, having the systems and/or the parameters 
changed depending on the contents, is detected. 
[0029] A transmission and/or recording method ac- 

35 cording to embodiments of the present invention in- 
cludes superimposing a plurality of items of the copy- 
right information on original signals by electronic water- 
mark processing of respective different systems and/or 
parameters, and transmitting the original signals, having 

•to the plural items of the copyright information superim- 
posed thereon on a transmission medium, or recording 
the signals having the plural items of the copyright in- 
formation superimposed thereon on a recording medi- 
um. 

45 [0030] With the present transmission and/or record- 
ing method, plural items of the copyright information are 
superimposed on the original signals by electronic wa- 
termark processing of respectively different systems 
and/or parameters. That is, with the present transmis- 

so sion and/or recording method, the systems and/or the 
parameters are changed depending on the contents. 
[0031] A receiving and/or reproducing method ac- 
cording to embodiments of the present invention in- 
cludes receiving over a transmission medium or repro- 

55 ducing from a recording medium original signals having 
superimposed thereon plural items of the copyright in- 
formation by electronic watermark processing of re- 
spectively different systems and/or parameters, and de- 
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tecting a sole item of the copyright information from the 
received or reproduced signals by processing corre- 
sponding to the electronic watermark processing of the 
system and/or parameters of superimposition of the sole 
item of the copyright information. 
[0032] With the present receiving and/or reproducing 
method ; a sole item of the copyright information is de- 
tected from the original signals on which plural items of 
the copyright information have been superimposed by 
electronic watermark processing of respectively differ- 
ent systems and/or parameters. That is ; with the present 
receiving and/or reproducing method, the copyright in- 
formation, the systems and/or parameters of which have 
been changed depending on the contents, is detected. 
[0033] A transmitting method according to embodi- 
ments of the present invention includes superimposing 
a plurality of items of the copyright information on orig- 
inal signals by electronic watermark processing of re- 
spective different systems and/or parameters, transmit- 
ting the original signals, having the plural items of the 
copyright information superimposed thereon, over a 
transmission medium, receiving the original signals, 
having the plural items of the copyright information su- 
perimposed therein, over the transmission medium, and 
detecting .a sole item of the copyright information by 
processing corresponding to electronic watermark 
processing of systems and/or parameters of superim- 
position of the sole item of the copyright information.. . 
[0034] With the present transmission method, plural 
items of the copyright information are superimposed on 
the original signals by electronic watermark processing 
of systems and/or parameters. The resulting original 
signals are transmitted and a sole item of the copyright 
information is detected from the transmitted original sig- 
nals. That is. with the present transmission method, the 
system and/or the parameters are changed depending 
on the contents of each item ofg the copyright informa- 
tion. The copyright information, the system and/or the 
parameters of which have been changed depending on 
the contents, is detected. 

[0035] A recording medium according to embodi- 
ments of the present invention has recorded thereon 
original signals on which plural items of the copyright 
information have been superimposed by electronic wa- 
termark processing of respectively different systems 
and/or parameters. 

[0036] The present recording medium has. recorded 
thereon, original signals, on which plural items of the 
copyright information have been recorded by electronic 
watermark processing of respective different systems or 
parameters. That is, with the present recording medium, 
there is recorded the copyright information whose sys- 
tems and/or parameters have been varied depending 
on the contents. 

[0037] With the transmission and/or recording device, 
a reception and/or reproducing apparatus, a transmis- 
sion and reception/recording and reproducing appara- 
tus, a transmission reception system, a transmission 



and/or recording method, a reception and/or reproduc- 
ing method and a transmission method, and a recording 
medium, according to the present invention, plural items 
of the copyright information are superimposed or detect- 
ed by respective different decoders or encoders. 
[0038] Thus, embodiments of the present invention 
can provide an increased degree of freedom of the su- 
perimposition or detection system for the respective 
items of the copyright information. Specifically, it is pos- 
sible to transmit a smaller quantity of the copyright pro- 
tection control information repeatedly and to transmit a 
larger quantity of the copyright appendage information 
over longer time, while avoiding deterioration of the orig- 
inal signals. It is thus possible to improve transmission 
reliability and security of the copyright information while 

-suppressing deterioration or the original signals 

[0039] It is moreover possible to simplify the structure 
and reduce the cost of the decoder employed by users 
in general. Specifically, it is possible to simplify the struc- 
ture and reduce the cost of a decoder for the copyright 
protection control information used in reception and/or 
reproducing device for household use. Moreover, the 
copyright information adapted for being detected by the 
purveyor or the copyright owner of the original signals 
need not be transmitted or recorded for users in a unified 
superimposition system. The result is the improved se- 
curity of. for example, the copyright appendage informa- 
tion. 

[0040] The invention will now be described by way of 
example with reference to the accompanying drawings, 
throughout which like parts are referred to by like refer- 
ences, and in which: 

[0041] Fig. 1 illustrates electronic watermark process- 
ing. 

[0042] Fig. 2 illustrates the method of superimposing 
the copyright information on picture signals using the 
electronic watermark processing. 
[0043] Fig. 3 is a block diagram showing an authoring 
device embodying the present invention. 
[0044] Fig. 4 is a block diagram of a recording device 
embodying the present invention. 
[0045] Fig. 5 is a block diagram of a recording device 
embodying the present invention. 
[0046] Fig. 6 is a block diagram of a reproducing de- 
vice embodying the present invention. 
[0047] Fig. 7 is a block diagram of a detection device 
for detecting the copyright appendage information em- 
bodying the present invention. 
[0048] Fig. 8 is a block diagram of an authoring device 
embodying the present invention. 
[0049] Fig. 9 is a block diagram of a recording device 
also embodying the present invention. 
[0050] Referring to the drawings, preferred embodi- 
ments of the present invention will be explained in detail. 
[0051] First, picture signals generated, recorded on a 
recording medium or transmitted over a transmission 
medium, in accordance with the present embodiments, 
and on which are superimposed the copyright protection 



10 



15 



20 



25 



30 



35 



40 



45 



50 



9 



EP0 901 124 A2 



10 



control information and the copyright appendage infor- 
mation, are explained. 

[0052] On these picture signals are superimposed the 
copyright protection control information and the copy- 
right appendage information by electronic watermark 
processing. 

[0053] The electronic watermark processing is the 
processing of burying the information as noise in a per- 
ceptually non-crucial portion of the musical or picture 
data, that is a non-redundant portion with respect to the 
music or the picture, as described previously. An illus- 
trative method for superimposing a predetermined in- 
sertion waveform on the picture signals by this electron- 
ic watermark processing is explained with reference to 
Fig. 1. 

[0054] In the picture signals, a horizontal period is 
split into an effective picture period and a horizontal 
blanking period. Although the picture signals are of a 
constant signal level in Fig. 1 during an effective picture 
period, they are in effect changed in signal level depend- 
ing on the picture contents. 

[0055] The insertion waveform is of a waveform syn- 
chronized with the picture signals of the effective picture 
period. If the effective picture period of the picture sig- 
nals is split into an area A and an a*ea B. the portions 
of the insertion waveform coinciding with the areas A 
and B are denoted as 1 and 0, respectively. 
[0056] The picture signals shown in Fig 1 a, synthe- 
sized with the insertion waveform shown in Fig. 1b : be- 
comes the as-inserted waveform shown in Fig. 1c. This 
synthesizing processing, performed for one picture or 
plural pictures, gives picture signals on which is super- 
imposed the insertion waveform by electronic water- 
mark processing. 

[0057] For detecting the insertion waveform from the 
picture signals, having the insertion waveform superim- 
posed thereon by electronic watermark processing, the 
signals of the B area of the as-inserted waveform are 
subtracted from the signal of the area A thereof and sub- 
tracted signals are cumulatively summed for each hori- 
zontal area. By this cumulative addition, the component 
of the picture signals shown in Fig. 1a is random with 
respect to the insertion waveform so that it approaches 
to 0. On the other hand, data of the insertion waveform 
stand out in relief as a result of accumulation of data 1 
and data 0. Thus, with the electronic watermark 
processing of the present example, it can be detected 
whether or not the waveform has been inserted or 
whether or not the waveform has been inserted by re- 
verse phase, if the insertion waveform is the known 
waveform. 

[0058] Although the simplest example of electronic 
watermark processing has been explained above, it is 
also possible to increase the frequency of or complicate 
the insertion waveform or to change the waveform while 
maintaining the period at a fixed value. 
[0059] Although the processing of superimposing the 
insertion waveform in the horizontal section of the pic- 



ture signals is shown here, the insertion waveform can 
also be superimposed in the vertical direction relative to 
the picture. Since there is no correlation between the 
horizontal and vertical directions, different independent 

s insertion waveforms can also be superimposed in the 
horizontal and vertical directions. 
[0060] The method of superimposing copyright pro- 
tection control information and the copyright appendage 
information on the picture signals using the above-de- 

10 scribed electronic watermark processing is hereinafter 
explained. 

[0061] Fig.2 shows a picture displayed on the basis 
of the picture signals. 

[0062] The picture displayed on the basis of the pic- 
15 ture signals has its space divided into a first layer and a 
second layer, as shown in Fig.2. 
[0063] The first layer is an area in which the copyright 
protection control information is superimposed by elec- 
tronic watermark processing. The first layer is further di- 
20 vided into two sub-areas in which the information of two 
bits, that is a bit 1 and a bit 2, representing the copyright 
protection control information, is superimposed. 
[0064] The second layer is an area in which the cop- 
yright appendage information is superimposed using 
25 electronic watermark processing. In the second layer is 
superimposed the copyright appendage information in, 
for example, 20 bits. 

[0065] Specifically, 160 and 80 scanning lines are al- 
located to the first and second layers, respectively. That 
oo \s. 80 scanning lines are allocated per bit in the first lay- 
er, while 4 scanning lines are allocated per bit in the sec- 
ond layer. 

[0066] In the present picture signals, the copyright 
protection control information and the copyright append- 

3S age information are superimposed in separate space ar- 
eas in the present picture signals. That is, the copyright 
protection control information and the copyright append- 
age information are encoded on the original signals us- 
ing respective different parameters. 

40 [0067] Meanwhile, if the copyright protection control 
information and the copyright appendage information 
are superimposed on the original signals by respective 
different parameters or different types of the electronic 
watermark processing, it is unnecessary to divide the 
picture on the space. 

[0068] For example, the copyright protection control 
information and the copyright appendage information 
can be superimposed in the horizontal and vertical di- 
rections on the screen, respectively. 

so [0069] The screen can also be split along the frequen- 
cy axis. Instead of in the space, that is along the time 
axis direction, for superimposing the copyright protec- 
tion control information and the copyright appendage in- 
formation on the original signals. For example, the cop- 

55 yright protection control information and the copyright 
appendage information can be superimposed on the low 
frequency components and on the high frequency com- 
ponents of the picture, respectively. 



11 



EP0 901 124 A2 



12 



[0070] Also, the copyright protection control informa- 
tion and the copyright appendage information can also 
be split using the code splitting system termed CDMA 
for superimposition on the original signals. This code 
splitting system is a system of multiplying the target data 
with the pseudo-noise (PN) codes of a predetermined 
frequency to frequency-spread the target data. By this 
code splitting system, the pseudo-noise signal for mul- 
tiplication is changed for the copyright protection control 
information and the copyright appendage information to 
split the two items of the information. 
[0071] The copyright protection control information 
and the copyright appendage information can be split 
by electronic watermark processing of different sys- 
tems, such as by superimposing the copyright protec- 
tion control information on the high-frequency compo- 
nents of the picture and by spread-spectrum processing 
of the copyright protection control information by the 
CDMA system for superimposition on the screen. 
[0072] On the picture signals are superimposed the 
copyright protection control information and the copy- 
right appendage information by different system or pa- 
rameters. 

[0073] Thus, it becomes possible with the picture sig- 
nals having the respective items of the copyright infor- 
mation to increase the transfer rate only of the copyright 
protection control information without increasing the 
transfer rate for the copyright appendage information. 
Also, in the present picture signals, the information vol- 
ume of the copyright protection control information is not 
varied even if the information volume of the superim- 
posed copyright appendage information is increased. 
That is. with the present picture signals, the superimpo- 
sition system for each copyright information item is in- 
creased in the degree of freedom. It is therefore possible 
with the present picture signals to improve reliability and 
transmission of the copyright information and security 
while lessening the deterioration of the original signals. 
[0074] It is noted that the copyright protection control 
information is detected or rewritten by a decoder of the 
reproducing device used by general users. Therefore, 
the superimposition system for the copyright protection 
control information needs to be standardized, while the 
decoder needs to be reduced in cost. On the other hand, 
the copyright appendage information is used by the 
record manufacturers or by contents purveyors. There- 
fore, the superimposition system for the copyright pro- 
tection control information is not in need of unification, 
such that higher security is demanded even if the de- 
coder is expensive. These requirements are met with 
the above-described picture signals having the copy- 
right information items superimposed thereon in which 
the copyright protection control information and the cop- 
yright appendage information are superimposed with 
different systems or parameters. 
[0075] The authoring device 10 includes a master 
server 1 1 holding original signals on memory and adapt- 
ed for outputting these original signals, a first encoder 



ENC-A 12 for superimposing the copyright protection 
control information on the original signals, a second en- 
coder ENC-C 13 for imposing the copyright protection 
control information on the original signals, a compres- 

s sion circuit 14 for compressing the original signals su- 
perimposed by the copyright protection control informa- 
tion and the copyright appendage information, an en- 
cryption circuit 1 5 for interleaving or scambling the com- 
pressed original signals using a predetermined key 

10 code, a transmission circuit 16 for distributing the inter- 
leaved original signals to the transmission medium, and 
a recording circuit 17 for recording the interleaved orig- 
inal signals on the recording medium. 
[0076] In the master server 1 1 are stored musical data 

'5 and picture data as original signals. The master server 
routes these original signals to the first encoder 12." 
[0077] The first encoder 12 superimposes the copy- 
right appendage information on. the original signals, 
such as the musical data or the picture data read out 

20 from the master server 1 1 . The copyright appendage in- 
formation is exemplified by the codes specifying the or- 
igin, equipment or the contractor. 
[0078] The code specifying the origin is a code dem- 
onstrating that the disc has been duplicated from a pre- 

25 determined origin. In the case of the authoring -device 
10, the code specifying the origin indicates that the disc 
has been duplicated from the master server VL The 
code specifying the equipment is a code for identifying 
the equipment of the destination of transmission and. as 

30 an example, specifies an equipment which has acquired 
the key code for decryption on payment of a fee. In the 
case of the authoring device 1 0, the code specifying the 
equipment indicates an equipment of destination of 
transmission of the transmission circuit 16. The code 

35 specifying a contractor is a code specifying the- user of 
the destination of transmission and. as an example, 
identifies a contractor who has acquired the key code 
for decryption on payment of a fee. In the case of the 
authoring device 10, the code specifying the contractor 

•to specifies the contractor of the destination of transmis- 
sion of the transmission circuit 16 or the contractor to 
whom is furnished the recording medium on which re- 
cording has been made by the recording circuit 17. 
[0079] The second encoder 13 superimposes the 

•*£ copyright protection control information on the original 
signals, such as the musical data or picture data read 
out from the master server 11 . The second encoder 13 
superimposes the copyright protection control informa- 
tion on original signals by the above-mentioned elec- 

50 tronic watermark processing. The copyright protection 
control information is the two-bit information for speci- 
fying duplication possible (COPY FREE), duplication 
possible only once (COPY ONCE), continuation of du- 
plication not possible (NO MORE COPY) and duplica- 

55 tion not possible (NEVER COPY). 

[0080] If the copyright protection control information 
indicates duplication possible, the user is riot restricted 
in duplicating transmitted or recorded original signals on 
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another recording medium If original signals indicated 
in the copyright protection control information as COPY 
ONCE are duplicated on another recording medium, the 
copyright protection control information is rewritten to 
NO MORE COPY. The user then cannot duplicate the 
original signals ; indicated as COPY ONCE, on another 
recording medium. If the copyright protection control in- 
formation indicates NEVER COPY the user cannot du- 
plicate the distributed or recorded original signals on an- 
other recording medium. Meanwhile, the original sig- 
nals, indicated as NEVER COPY are transmitted or fur- 
nished by a read-only recording medium. 
[0081] In the above-mentioned first encoder 12 and 
the second encoder 13, the copyright protection control 
information and the copyright appendage information 
are superimposed on the original signals by the elec- 
tronic watermark processing of respective different sys- 
tems or parameters. The different systems or parame- 
ters mean, as an example, spatially splitting a picture of 
picture signals into first and second layers. 
[0082] The original signals, having the copyright pro- 
tection control information and the copyright appendage 
information superimposed thereon, are data-com- 
pressed by the compression circuit 14 and interleaved 
by the encryption circuit 15 before being distributed by 
the transmission circuit 16 or recorded on the recording 
circuit 17. 

[0083] With the authoring device 10. as described 
above, since there are provided two encoders perform- 
ing electronic watermark processing by different sys- 
tems and/or parameter the copyright protection con- 
trol information and the copyright appendage informa- 
tion can be superimposed respectively independently 
on the original signals. 

[0084] In the present authoring device 1 0, two encod- 
ers are used for superimposing the copyright protection 
control information and the copyright appendage infor- 
mation in different systems and/or different parameters. 
However in the present embodiments, the encoders 
used for superimposition of the copyright protection con- 
trol information or the copyright appendage information 
need not be separate circuits but may, for example, have 
portions thereof in common or may be different in pa- 
rameter setting while being common in circuit structure. 
[0085] The recording device for recording original sig- 
nals furnished by the authoring device 10 on the record- 
ing medium and a reproducing device for reproducing 
the signals from the recording medium are explained. 
These recording and reproducing devices are intended 
for domestic use and are used in homes or by users in 
general. 

[0086] The information specified by the above-men- 
tioned copyright protection control information and the 
copyright appendage information is divided on the con- 
tent basis in a block diagram for illustrating the recording 
device and the reproducing device. 
[0087] The recording device 20, shown in Fig. 4. in- 
cludes a reception circuit 21. for receiving original sig- 



nals distributed by the authoring device 10 or the like 
equipment, a reproducing circuit 22 for reproducing the 
recording medium recorded by the authoring device 10 
or the like equipment, a decryption circuit 23 for deinter- 

5 leaving or descrambling signals received by the recep- 
tion circuit 21 or reproduced by the reproducing circuit 
22 using a key code or the like, an expansion circuit 24 
for expanding deinterleaved original signals, a decoder 
(DEC-C) 25 for doing recording control on detection of 

10 the copyright protection control information from the ex- 
panded original signals, and a recording outputting cir- 
cuit 26 for recording reproduced original signals or out- 
putting reproduced original signals to an external circuit. 
[0088] The decoder 25 performs processing which is 

'5 a counterpart operation of that performed by the second 
encoder 1 3 of the authoring device 10. If COPY ONCE 
is detected as the copyright protection control informa- 
tion from the received or reproduced original signals, the 
decoder 25 routes the detection information to the en- 

20 coder 27. 

[0089] The encoder 27 is the same circuit as the en- 
coder 13 of the above-mentioned authoring circuit 10. 
On detection of the copyright protection control informa- 
tion reading COPY ONCE, the decoder 25 superimpos- 

25 es the information NO MORE COPY as the copyright 
protection control information on the original signals. 
[0090] Therefore, if the copyright protection control in- 
formation COPY ONCE is superimposed on the original 
signals, and the second recording device 30 records the 

30 original signals on another recording medium, the sec- 
ond recording device 30 can duplicate the signals on 
recording the copyright protection control information 
NO MORE COPY on the original signals. 
[0091] The reproducing device 40. shown in Fig. 6. in- 

35 eludes a reproducing circuit 22a for reproducing a re- 
cording medium, recorded by the authoring device 10 
or other equipments, a decryption circuit 23 for deinter- 
leaving or descrambling original signals received or re- 
produced by the reproducing circuit 22a using a key 

•to code or the like, and an expansion circuit 24 for expand- 
ing deinterleaved original signals. The reproducing de- 
vice 40 also includes a decoder (DEC-C) 26 for detect- 
ing the copyright protection control information from the 
expanded original signals to perform recording control 
and an output circuit 29 for recording reproduced origi- 
nal signals on the recording medium or outputting the 
reproduced original signals to an external equipment. 
[0092] The reproducing circuit 22a, adapted for repro- 
ducing a recording medium, determines whether the re- 

50 cording medium to be reproduced is a read-only sub- 
strate (ROM) or a recordable medium (RAM) to route a 
decision signal as the control information to the output 
circuit 29. 

[0093] The decoder 25 performs processing which is 
55 a counterpart of that performed by the second encoder 
13 of the above-mentioned authoring device 10. If the 
decoder 25 has detected the signal NEVER COPY as 
the copyright protection control information from the re- 
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ceived or reproduced signal it routes the detected in- 
formation to the output circuit 29. 
[0094] If the decoder 25 has detected the information 
NEVER COPY ; and the recording medium being repro- 
duced is a RAM, the output circuit 29 halts the repro- 
ducing or outputting operation. That is, if the recording 
medium is a RAM ; the information recorded as the cop- 
yright protection control information cannot be the infor- 
mation other than COPY FREE or NO MORE COPY. It 
may therefore be conjectured that, if the copyright pro- 
tection control information NEVER COPY has been re- 
corded on the RAM : the recording medium has been 
produced by unauthorized duplication. Meanwhile, if the 
recording medium is a ROM, the recorded original sig- 
nals are not obtained in unauthorized duplication and 
hence output inhibition control is not made: 
[0095] Therefore, the recording medium to be repro- 
duced is a RAM and NEVER COPY is superimposed as 
the copyright protection control information for this re- 
cording medium, the reproducing device 40 can halt the 
reproducing or outputting operation. 
[0096] The recording medium on which the original 
signals furnished by the authoring device 10 have been 
recorded thereon, and the detection device for receiving 
the signals distributed alter signal-processing for detect- 
ing the copyright protection control information, are 
hereinafter explained. 

[0097] This detection device is used by for example, 
a gramophone record manufacturers or content purvey- 
ors for tracing the copyright protection control informa- 
tion from the original signals obtained on unauthorized 
duplication. 

[0098] The detection device 50. shown in Fig. 7. in- 
cludes a reception circuit 51 for receiving signals from 
an equipment having processed original signals record- 
ed thereon, a reproducing circuit 52 for reproducing a 
recording medium having processed signals recorded 
thereon and a decryption circuit 53 for deinterleaving or 
descrambling the signals received or reproduced by the 
reception circuit 51 or the reproducing circuit 52 using 
a key code or the like. The detection device 50 also in- 
cludes an expansion circuit 54 for expanding the dein- 
terleaved or descrambled original signals and a decoder 
(DEC-A) 55 for detecting the copyright protection control 
information from the expanded original signals. 
[0099] The decoder 55 performs processing which is 
a counterpart of the operation performed by the first en- 
coder 12 of the authoring device 10. For example, the 
decoder 55 detects the code specifying the origin, 
equipment or a contractor. 

[0100] Therefore, the detection device 50 can detect 
the copyright protection control information. 
[0101] The authoring device 10 ; first recording device 
20 ; second recording device 30, reproducing device 40 
and the detection device 50 superimpose or detect the 
copyright protection control information and the copy- 
right appendage information by the two sorts of the de- 
coders associated with the copyright protection control 



information and the copyright appendage information, 
as described above. Thus, it is possible with these de- ' 
vices to increase the degree of freedom of the superim- 
position system for the copyright protection control in- 

s formation and the copyright appendage information. 
Specifically it is possible with these devices to differen- 
tiate the redundancies of the copyright protection control 
information and the copyright appendage information 
from each other. Thus the transfer rate for the copyright 

10 protection control information can be increased, while 
the information volume of the copyright appendage in- 
formation can be increased, while deterioration in the 
original signals is minimized. The result is that the cop- 
yright information can be enhanced in reliability of trans- 

'5 mission and security while deterioration in the original 
• signals is minimized. • • - ■ 

[0102] It is moreover possible to simplify and reduce 
the cost of the decoder used by the users in general. 
That is, in these devices, the 'decoder for the copyright 

20 protection control information, used in the reception 
and/or reproducing apparatus furnished for household 
use, may be simpler in structure and reduced in cost. 
Also, with these devices, it is unnecessary for the cop- 
yright owner or the purveyor of the original signals to 

25 transmit or record the copyright information for detection * 
in a unified superimposition system. This increases the 
security of the copyright appendage information^ 
[01 03] Meanwhile, the copyright protection control in- 
formation specifies whether the picture data recorded 

30 on a recording medium or transmitted can be duplicated 
(COPY FREE), can be duplicated only once ^COPY 
ONCE), cannot be continuously duplicated (NO MORE 
COPY) or cannot be duplicated (NEVER COPY). It is 
noted that, if the information COPY ONCE is indicated 

o5 as the copyright protection control information, the cop- 
yright protection control information needs to be 
changed to NO MORE COPY after decoding for re-su- 
perimposition on the original signals be the recording 
device used by the user. However, if the information 

io NEVER COPY is indicated in the copyright protection 
control information, there is no necessity of re-encoding 
after decoding on the user-side recording device. 
[01 04] It is therefore desirable to encode the informa- 
tion NEVER COPY in a system or parameter different 

is from that for other items of the copyright protection con- 
trol information and to prevent deterioration of the orig- 
inal signals. Also, the copyright owner or the content 
purveyor in many cases superimpose the information 
NEVER COPY as the copyright protection control infor- 

50 mation. 

[0105] In view of the foregoing, the present embodi- 
ment superimposes the copyright protection control in- 
formation and the copyright appendage information by 
electronic watermark processing of respectively differ- 
55 ent systems and/or with different parameters on the 
original signals, while also superimposing at least the 
information NEVER COPY of the copyright protection 
control information on the original signals by further dif- 
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ferent systems and/or parameters. 
[0106] As specified embodiments of the present in- 
vention, the authoring device and the recording device 
are hereinafter explained by referring to Figs.8 and 9. 
In the following explanation of the authoring device 80 
of Fig.8 and the recording device 70 of Fig. 9, the struc- 
tural portions which are the same as those of the above- 
described authoring device 1 0 and the recording device 
30 are depicted by the same reference numerals and 
detailed description therefor is emitted for simplicity. 
[0107] The authoring device 80 : shown in Fig.8. in- 
cludes a master server 1 1 for storing original signals and 
for outputting the stored original signals, a first encoder 
(ENC-A) 12 for superimposing the copyright addition in- 
formation on the original signals, a second encoder 
(ENC-C) 1 3 for superimposing the copyright protection 
control information on the original signals, a third encod- 
er (ENC-C) 61 for superimposing the information NEV- 
ER COPY on the original signals, a compression circuit' 
14 for compressing the original signals having the cop- 
yright protection control information and the copyright 
appendage information superimposed thereon, an en- 
cryption circuit 15 for interleaving and scrambling the 
compressed original signals using a predetermined key 
code, a transmission circuit 16 for distributing the inter- 
leaved or scrambled original signals over a transmission 
medium and a recording circuit 17 for recording the in- 
terleaved or scrambled original signals on the recording 
medium. 

[0108] The first encoder 12 superimposes the copy- 
right appendage information on the original signals, 
such as musical data or the picture data ; read out from 
the master server 11 . This first encoder 1 2 superimpos- 
es the copyright protection control information by the 
above-mentioned electronic watermark processing. 
The copyright appendage information is exemplified by 
a code specifying the origin, a code specifying an equip- 
ment and a code specifying a contractor. 
[0109] The second encoder 13 superimposes the 
copyright protection control information on the original 
signals, such as musical data or the picture data, read 
out from the master server 11. This second encoder 13 
superimposes the copyright protection control informa- 
tion by the above-described electronic watermark 
processing. The copyright protection control information 
represents the duplication possible (COPY FREE), du- 
plication possible only once (COPY ONCE) and dupli- 
cation continuation not possible (NO MORE COPY). 
[0110] If duplication of the original signals, such as 
music or picture data to be furnished, is to be inhibited, 
the third encoder 61 superimposes the information du- 
plication not possible (NEVER COPY) on the original 
signals. 

[0111] The first to third encoders 12, 13and81 super- 
impose the copyright protection control information, 
copyright appendage information and the duplication- 
not-possible information by electronic watermark 
processing using respectively different systems or pa- 



rameters. 

[0112] In the present authoring device 60, the second 
and third encoders 1 3, 61 are selectively used depend- 
ing on the contents of the superimposed copyright pro- 

5 tection control information. That is, with the present au- 
thoring device 60, the second and third encoders 1 2, 61 
are used for encoding if the copyright protection control 
information superimposed on the original signals indi- 
cate duplication possible or duplication possible only 

10 once and if the superimposed control signals indicates 
duplication not possible, respectively. 
[0113] With the present authoring device 60, as de- 
scribed above, the copyright protection control informa- 
tion and the copyright appendage information can be in- 

'5 dependently superimposed on the original signals. In a 
case wherein the copyright protection control informa- 
tion indicates duplication not possible, superimposition 
can be realized using electronic watermark processing 
by systems or parameters different from those of other 

20 cases. 

[0114] The recording device 70 shown in Fig. 9 has a 
reception circuit 21 for receiving the original signals dis- 
tributed from the authoring device 60 or other equip- 
ments, a reproducing circuit 22 for reproducing the re- 

25 cording medium recorded by the authoring device 60 or 
other equipments, and a decryption circuit 23 for dein- 
terleaving or descrambling the original signals received 
by the reception circuit 21 or reproduced by the repro- 
ducing circuit 22. The recording device 70 also includes 

30 an expansion circuit 24 for expanding the deinterleaved 
original signals and a decoder (DEC-C) 71 for detecting 
the information NEVER COPY from the expanded orig- 
inal signals to perform recording control. The recording 
device 70 further includes an encoder (ENC-C) 27 for 

35 superimposing the copyright protection control informa- 
tion on the original signals and a recording outputting 
circuit 26 for recording reproduced original signals on 
the recording medium or outputting reproduced original 
signals to an external circuit. 

-to [0115] The decoder 71 performs processing which is 
a counterpart of the operation performed by the second 
encoder 61 of the above-described authoring device 60. 
On detection of the information NEVER COPY as the 
copyright protection control information from the re- 

•<5 ceived or reproduced original signals, the decoder 71 
inhibits the recording or outputting operation of the re- 
cording outputting circuit 26. 

[0116] The decoder 25 performs processing which is 
a counterpart of the operation performed by the second 

so encoder 1 3 of the above-described authoring device 60. 
On detection of the information ONCE COPY from the 
received or reproduced original signals, the decoder 25 
furnishes the detected information to the encoder 27. 
[0117] The encoder 27 is the same circuit as the sec- 

55 ond encoder 13 of the above-described authoring de- 
vice 10. On detection of the copyright protection control 
information COPY ONCE, the decoder 25 superimpos- 
es the copyright protection control information NO 



19 



EP0 901 124 A2 



20 



MORE COPY on the original signals. 
[01 1 8] Therefore, if the copyright protection control in- 
formation COPY ONCE is superimposed on the original 
signals, and these original signals are recorded on an- 
other recording medium, the recording device 70 can s 4. 
record the copyright protection control information NO 
MORE COPY to duplicate the resulting signals. On the 
other hand, on detection of the information NEVER 
COPY superimposed with a parameter different from 
that of the copyright protection control information, the io 
recording device70 can inhibit the recording or output- 
ting operation. 

[0119] Thus, insofar as the copyright protection con- 
trol information NEVER COPY is concerned, the author- 5. 
ing device 60 or the recording device 70 superimposes '5 
the control information in the original signals by elec- 
tronic watermark processing with a different system or 
with different parameters. Since this eliminates the ne- 
cessity for the user to re-encode the control information 
NEVER COPY complex encoding processing can be 20 
used if the information can be decoded easily. Thus, the 
information NEVER COPY can be superimposed at a 
position or time which is visually or aurally less obtrusive 
subject to detection of the spectrum of the original sig- 
nals. Moreover, the recording device furnished to the us- 25 
er is not expensive even if the encoder becomes expen- 
sive in order to enable complex processing. 



processing of respective different systems and/or 
parameters depending on the contents of the infor- 
mation. 

The transmission and/or recording apparatus ac- 
cording to claim 3 wherein said first encoder super- 
imposes at least duplication not possible informa- 
tion as the copyright protection control information 
on the original signal by electronic watermark 
processing of systems or parameters different from 
those of other items of the copyright protection con- 
trol information. 

A transmission and/or recording apparatus com- 
prising: 

an encoder for superimposing a plurality of 
items of the copyright information on original 
signals by electronic watermark processing of 
respective different systems or parameters: 
and 

transmitting or recording means for transmitting 
the original signals, having the plural sorts of 
the copyright information superimposed~there- 
omby said encoder, on a transmission medium, 
or recording the signals having the plural sorts 
of the copyright information superimposed ther- 
eon on a recordina medium. 



Claims 30 6. 

1. A transmission and/or recording apparatus com- 
prising: 

a plurality of encoders for superimposing a plu- 35 
rality of items of the copyright information on 
original signals by electronic watermark 
processing of respective different systems and/ 
or parameters: and 

transmitting or recording means for transmitting -to 
the original signals, having the plural sorts of 
the copyright information superimposed there- 
on by said encoders, on a transmission medi- 
um, or recording the signals having the plural 
sorts of the copyright information superim- -*5 
posed thereon on a recording medium. 

2. The transmission and/or recording apparatus ac- 
cording to claim 1 wherein said encoders comprise 

a first encoder for superimposing the copyright pro- so 
tection control information on the original signal and 7. 
a second encoder for superimposing the copyright 
appendage information on the original signals. 

3. The transmission and/or recording apparatus ac- 55 
cording to claim 2 wherein said first encoder super- 
imposes the copyright protection control informa- 
tion on the original signal by electronic watermark 



A reception and/or reproducing apparatus compris- 
ing: 

receiving or reproducing means for receiving 
original signals, having plural sorts of the cop- 
yright information superimposed thereon by 
electronic watermark processing of respective 
different systems and/or parameters over a 
transmission medium or for reproducing the 
signals having the plural sorts of the copyright 
information superimposed thereon from a re- 
cording medium: and 

a decoder for detecting a sole item of the cop- 
yright information from the signals received or 
reproduced by said reception or reproducing 
means by processing corresponding to the 
electronic watermark processing of the sys- 
tems and/or parameters of superimposition of 
the sole item of the copyright protection control 
information. 

The reception and/or reproducing apparatus ac- 
cording to claim 6 wherein said decoder detects the 
copyright protection control information by process- 
ing corresponding to electronic watermark process- 
ing of the systems and/or parameters of superim- 
position of the copyright protection control informa- 
tion. 
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8. The reception and/or reproducing apparatus ac- 
cording to claim 7 wherein said decoder detects the 
copyright protection control information, superim- 
posed by electronic watermark processing of sys- 
tems and/or parameters different depending on the 
information contents, by processing corresponding 
to electronic watermark processing of systems and/ 
or parameters of superimposition of the copyright 
protection control information. 

9. The reception and/or reproducing apparatus ac- 
cording to claim 8 wherein said decoder detects the 
duplication-not-possible information, superim- 
posed by electronic watermark processing of sys- 
tems and/or parameters different from those of the 
other items of the copyright protection control infor- 
mation, by processing corresponding to the elec- 
tronic watermark processing of the systems and/or 
parameters of superimposition of the duplication- 
not-possible information. 

10. The reception and/or reproducing apparatus ac- 
cording to claim 6 wherein said decoder detects the 
copyright appendage information by processing 
corresponding -to theelectronic watermark process- 
ing of the systems and/or parameters of superim- 
position of the copyright appendage information. 

11. The reception and/or reproducing apparatus ac- 
cording to claim 6 wherein said decoder is made up 
of a first decoder for detecting the copyright protec- 
tion control information by processing correspond- 
ing to the electronic watermark processing of the 
systems and/or parameters of superimposition of 
the copyright protection control information and a 
second decoder for detecting the copyright append- 
age information by processing corresponding to the 
electronic watermark processing of the systems 
and/or parameters of superimposition of the copy- 
right appendage information. 



plura! items of the copyright information by 
electronic watermark processing of respective 
different systems and/or parameters, over a 
transmission medium, or reproducing said orig- 
5 inal signals, having superimposed thereon plu- 

ral items of the copyright information by said 
plural encoders, from the recording medium: 
and 

a decoder for detecting a sole item of the cop- 
10 yright information from signals received or re- 

produced by said reception or reproducing 
means by processing corresponding to elec- 
tronic watermark processing of the system or 
parameters of superimposition of the sole item 
is of the copyright information. 

13. The transmission and reception/recording and re- 
producing apparatus according to claim 1 2 wherein 
said plural encoders comprise a first encoder for su- 
20 perimposing the copyright protection control infor- 
mation on the original signals and a second encoder 
for superimposing the copyright appendage infor- 
mation on the original signals. 

25 14. The transmission and reception/recording and re- 
producing apparatus according to claim 1 3 wherein 
said first encoder superimposes the copyright pro- 
tection control information on the original signals by 
electronic watermark processing of respective dif- 

30 ferent systems and/or parameters depending on 
the contents of the information. 

15. The transmission and reception/recording and re- 
producing apparatus according to claim 14 wherein 

35 said first encoder superimposes at least duplica- 
tion-not-possible information as the copyright pro- 
tection control information on the original signals by 
electronic watermark processing of systems or pa- 
rameters different from those of other items of the 

40 copyright protection control information. 



12. A transmission and reception/recording and repro- 
ducing apparatus comprising: 

a plurality of encoders for superimposing a plu- 
rality of items of the copyright information on 
original signals by electronic watermark 
processing of respective different systems and/ 
or parameters: 

transmitting or recording means for transmitting 
the original signals, having the plural items of 
the copyright information superimposed there- 
on by said encoders, on a transmission medi- 
um, or recording the signals having the plural 
items of the copyright information superim- 
posed thereon on a recording medium: 
reception or reproducing means for receiving 
original signals, having superimposed thereon 



16. The transmission and reception/recording and re- 
producing apparatus according to claim 12 wherein 
said decoder detects the copyright protection con- 
-ts trol information by processing corresponding to the 
electronic watermark processing of the system and/ 
or parameters of superimposition of the copyright 
protection control information. 

so 17. The transmission and reception/recording and re- 
producing apparatus according to claim 16 wherein 
said decoder detects the copyright protection con- 
trol information, superimposed by electronic water- 
mark processing of respective different systems 

55 and/or parameters depending on the information 
contents, by processing corresponding to the elec- 
tronic watermark processing of the systems and/or 
parameters of superimposition of the copyright pro- 
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tection control information, 

18. The transmission and reception/recording and re- 
producing apparatus according to claim 1 7 wherein 
said decoder detects the duplication-not-possible 
information, superimposed by electronic watermark 
processing of systems and/or parameters different 
from other items of the copyright protection control 
information, by processing corresponding to the 
electronic watermark processing of the systems 
and/or parameters of superimposition of the dupli- 
cation-not-possible information. 

19. The transmission and reception/recording and re- 
producing apparatus according to claim 1 2 wherein 

said decoder detects the copyright appendage- in- 
formation by processing corresponding to electron- 
ic watermark processing of the systems and/or pa- 
rameters of superimposition of the copyright ap- 
pendage information. 

20. The transmission and reception/recording and re- 
producing apparatus according to claim 1 2 wherein 
said decoder is made up of a first decoder for de- 
tecting .the copyright protection control information 
by processing corresponding to the electronic wa- 
termark processing of the systems and/or parame- 
ters of superimposition of the copyright protection 
control information, and a second decoder for de- 
tecting the copyright appendage information by 
processing corresponding to the electronic water- 
mark processing of the systems and/or parameters 
of superimposition of the copyright appendage in- 
formation. 

21. A transmission and reception/recording and repro- 
ducing apparatus comprising: 

a plurality of encoders for superimposing a plu- 
rality of items of the copyright information on 
original signals by electronic watermark 
processing of respective different systems or 
parameters: 

transmitting or recording means for transmitting 
the original signals, having the plural items of 
the copyright information superimposed there- 
on by said encoders, over a transmission me- 
dium, or recording the signals having the plural 
items of the copyright information superim- 
posed thereon on a recording medium: 
receiving or reproducing means for receiving 
original signals, having plural items of the cop- 
yright information superimposed thereon by 
electronic watermark processing of respective 
different systems or parameters, over a trans- 
mission medium, or reproducing said original 
signals, having plural items of the copyright in- 
formation superimposed thereon by said plural 



encoder, from the recording medium: and 
a decoder for detecting a sole item of the cop- 
yright information from signals received or re- 
produced by said receiving or reproducing 
5 means by processing corresponding to the 

electronic watermark processing of the system 
or parameters of superimposition of the sole 
item of the copyright information. 

10 22. A transmission/reception system comprising: 

a transmission device including a plurality of 
encoders for superimposing plural items of the 
copyright information on original signals by 

15 electronic watermark processing of respective 

------ different -systems and/or -parameters; and 

transmitting means for transmitting original sig- 
nals having plural items of the copyright infor- 
mation superimposed thereon by said plural 

20 encoders over a transmission medium: and 

a reception device including reception means 
for receiving the original signals, having super- 
imposed thereon the plural items of the copy- 
right information transmitted from the transmit- 

25 ting device aver a transmission medium and a 

decoder for detecting a sole item of the copy- 
right information from the signals received by 
said reception means by processing corre- 
sponding to the electronic watermark process- 

30 ing of the system and/or parameters of super- 

imposition of said sole item of the copyright in- 
formation. 

23. The transmission/reception system according to 
05 claim 22 wherein said plural encoders of the trans- 
mission device comprise a first encoder for super- 
imposing the copyright protection control informa- 
tion on the original signals and a second encoder 
for superimposing the copyright appendage infor- 

40 mation on the original signals. 

24. The transmission/reception system according to 
claim 23 wherein said first encoder superimposes 
the copyright protection control information on the 

45 original signals by electronic watermark processing 
of respective different systems and/or parameters 
depending on the contents of the information. 

25. The transmission/reception system according to 
50 claim 24 wherein said first encoder superimposes 

at least duplication-not-possible information as the 
copyright protection control information on the orig- 
inal signal by electronic watermark processing of 
the system or parameters different from those of 
55 other items of the copyright protection control infor- 
mation. 

26. The transmission/reception system according to 
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claim 23 wherein said decoder of the reception de- 
vice detects the copyright protection control infor- 
mation by processing corresponding to the 
processing performed by said first encoder. 

27. The transmission/reception system according to 
claim 26 wherein said decoder of the reception de- 
vice detects the copyright protection control infor- 
mation, superimposed by electronic watermark 
processing of systems and/or parameters respec- 
tively different depending on the contents of the in- 
formation, by processing corresponding to the elec- 
tronic watermark processing of the systems and or 
parameters of superimposition of the copyright pro- 
tection control information. 

28. The transmission/reception system according to 
claim 27 wherein said decoder detects the duplica- 
tion-not-possible information superimposed by 
electronic watermark processing of the system and/ 
or parameters different from those of the remaining 
items of the copyright protection control information 
by processing corresponding to the electronic wa- 
termark processing of the system and/or parame- 
ters of superimposition of the duplication-not-pos- 
sible information. 

29. The transmission/reception system according to 
claim 28 wherein said decoder of the reception de- 
vice detects the copyright appendage information 
by processing corresponding to that performed by 
said second encoder. 

30. The transmission/reception system according to 
claim 23 wherein said decoder of the reception de- 
vice includes a first decoder for detecting the cop- 
yright protection control information by processing 
corresponding to that performed by said first encod- 
er and a second decoder for detecting the copyright 
appendage information by processing correspond- 
ing to that performed by said second encoder. 

31. A transmission/reception system comprising; 

a transmission device including an encoder for 
superimposing plural items of the copyright in- 
formation on original signals by electronic wa- 
termark processing of respective different sys- 
tems or parameters, and transmission means 
for transmitting the original signals, having the 
plural items of the copyright information super- 
imposed thereon by said encoder, over a trans- 
mission medium: and 

a reception device including reception means 
for receiving original signals having superim- 
posed thereon plural items of the copyright in- 
formation transmitted from said transmission 
device and a decoder for detecting a sole item 



of the copyright information from signals re- 
ceived by said reception means by processing 
corresponding to the electronic watermark 
processing of the system and/or parameters of 
s superimposition of the sole item of the copyright 

information. 

32. A transmission and/or recording method compris- 
ing: 

w 

superimposing a plurality of items of the copy- 
right information on original signals by electron- 
ic watermark processing of respective different 
systems and/or parameters: and 
>5 transmitting the original signals, having the plu- 

ral items of the copyright information superim- 
posed thereon on a transmission medium, or 
recording the signals having the plural items of 
the copyright information superimposed there- 
to on on a recording medium. 

33. The transmission and/or recording method accord- 
ing to claim 32 wherein the copyright protection con- 
trol information is superimposed on original signals 

25 and wherein 

the copyright appendage information is su- 
perimposed on the original signals by the system 
and/or parameters different from those for thfi cop- 
yright protection control information. 

30 

34. The transmission and/or recording method accord- 
ing to claim 33 wherein the copyright protection con- 
trol information is superimposed on the original sig- 
nals by the system and/or parameters respectively 

35 different depending on the contents of the informa- 
tion. 

35. The transmission and/or recording method accord- 
ing to claim 34 wherein at least the duplication-not- 

^0 possible information as the copyright protection 
control information is superimposed on the original 
signals by electronic watermark processing of the 
system or parameters different from those of other 
items of the copyright protection control informa- 

-J5 tion. 

36. A receiving and/or reproducing method comprising: 

receiving over a transmission medium or repro- 
50 ducing from a recording medium original sig- 

nals having superimposed thereon plural items 
of the copyright information by electronic wa- 
termark processing of respectively different 
systems and/or parameters: and 
55 detecting a sole item of the copyright informa- 

tion from the received or reproduced signals by 
processing corresponding to the electronic wa- 
termark processing of the system and/or pa- 
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27 

rameters of superimposition of the sole item of 
the copyright information. 

37. The receiving and/or reproducing method accord- 
ing to claim 36 wherein the copyright protection con- 5 
trol information is detected by processing corre- 
sponding to electronic watermark processing of the . 
system and/or parameters f superimposition of the 
copyright protection control information. 

10 

38. The receiving and/or reproducing method accord- 
ing to claim 37 wherein the copyright protection con- 
trol information superimposed by electronic water- 
mark processing of systems and/or parameters re- 
spectively different depending on the contents of '5 
th e information'by process ing cor respond ing to th e 
electronic watermark processing of the systems 
and/or parameters of superimposition of the copy- 
right protection control information. 

20 

39. The receiving and/or reproducing method accord- 
ing to claim 38 wherein the duplication-not-possible 
information superimposed by electronic watermark 
processing of the system and/or parameters differ- 
ent ; from:the otne-niterms of the copyright protection -2S 
control information is detected by processing corre- 
sponding to the electronic watermark processing of 
the system and/or parameters of superimposition of 

the duplication-not-posstble information. 

30 

40. The receiving and/or reproducing method accord- 
ing to claim 36 wherein the copyright appendage 
information is detected by processing correspond- 
ing to electronic watermark processing of the sys- 
tem and/or parameters of superimposition of the 35 
copyright appendage information. 

41. The receiving and/or reproducing method accord- 
ing to claim 36 wherein the copyright protection con- 
trol information is detected by processing corre- -*0 
sponding to the electronic watermark processing of 

the systems and/or parameters of superimposition 
of the copyright protection control information and 
wherein the copyright appendage information is de- 
tected by processing corresponding to the electron- 
ic watermark processing of the system and/or pa- 
rameters of superimposition of the copyright ap- 
pendage information. 

42. A 



receiving said original signals, having the plural 
items of the copyright information superim- 
posed therein, over said transmission medium: 
and 

detecting a sole item of the copyright informa- 
tion by processing corresponding to electronic 
watermark processing of systems and/or pa- 
rameters of superimposition of said sole item of 
the copyright information. 

43. A recording medium having recorded thereon orig- 
inal signals on which plural items of the copyright 
information have been superimposed by electronic 
watermark processing of respectively different sys- 
tems and/or parameters. 



44. The recording medium according to claim 43 having 
original signals recorded thereon, said original sig- 
nals being such signals on which the copyright pro- 
tection control information and the copyright ap- 
pendage information have been superimposed by 
electronic watermark processing of respectively dif- 
ferent systems and/or parameters. 



transmitting method comprising: 

superimposing a plurality of items of the copy- 
right information on original signals by electron- 
ic watermark processing of respective different 
systems and/or parameters: 
transmitting the original signals, having the plu- 
ral items of the copyright information superim- 
posed thereon, over a transmission medium: 
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